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LOI ICH CHINH DANH CHO KHACH HANG

t%ﬁj
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Thu thap va hién thj toan bd thong tin can thiét cho bdo mat cla tat ca cac thiét bj
dau cudi, bat k& c6 dang truc tuyén hay ngoai tuyén trén mang.

Lién tuc gidm sat cac diém cudi giip duwa ra cdnh bdo cung mic d6 nguy hiém vdi
tat cd cdc hanh vi bat thuong hodc tan cong trong thoi gian thuec.

Duy tri tat ca cac dit liéu thu thap duoc tai co s& dit liéu trén may chd cha khach
hang (On-premise) hodc may chi ciia Veramine (trén Cloud).

Lwu trit thong tin thu thap dai han (tham chi lwu tri vinh vién khéng bi xod) dé cho
phép diéu tra, trich xuat va tim kiém dé dang trong tuong lai

Tich trir mot ban sao cda moi chuong trinh d3 tirng duoc tai tai bat ki may nao
cling nhu trong bat ct ti€n trinh nao

Tim ki€m trén toan bé nhd cha moi ti€n trinh dang chay hoac céc tép (file), s dung
Yara, rat hitu ich va chi Veramine cé.

Chi cdn mét 1an nhap chudt dé truy cap vao bd nhd clha tirng tién trinh hodc cla
toan bé may.

Ung phé da dang chdng lai cac cudc tan cong, chang han bang cach c6 1ap mat tién
trinh don & hodc mét may khéi toan bd hé théng mang, chdm dit két ndi ciia mét
ngudi dung, hodac ngan chan mét tép duwoc thyec thi.

Giam chi phi xt ly su ¢6 va diéu tra chirng clr s6 bang cach thu thap tat ca cac thong
tin lién quan dén bao mat.

Cai dat nhanh trén may Windows bat ki nhd thuc thi don gian chuong trinh cai dat,
khong can thiét tao cdu hinh trén moi may tram, cho phép trién khai dé dang Ién
hang ngan may.

DUung rat it tai nguyén cda hé théng (< 1% CPU va < 64 MB RAM)
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DF (Digital Forensics) |a Diéu tra Chirng clr s6 cla Sy c6 Bado mat.
IR (Incident Response) |a Ung phé véi Sy c6 Bao mat.
LE (Large Enterprises) la Doanh nghiép Ldn.

MSSP (Managed Security Service Provider) la Dich vu Quan ly An
toan Thong tin.

SMB (Small Medium Businesses) la Doanh nghiép Vira va Nho.

SOC (Security Operation Center) la Trung tam Gidm sat An ninh
mang.

VEDR (Veramine Endpoint Detection and Reponse) la Giai phap
Canh bao va Ung phé cla Veramine.

VSTP (Veramine Security Training Program) la Chwong trinh Bao
tao An toan Thong tin cla Veramine.

O
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TOng quan San pham
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GIAM SAT & PHAN TiCH
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PIEU TRA & HANH DONG

\Veramine Platform thu thap hiéu qua tat ca su kién lién quan dén bdo méat théng qua cam bién (sensor) théng minh, va
glri nhirng sw kién dé t&i may chd dung dién toan dam may clda Veramine hodc dén may chi riéng clia khach hang. Ma
chi s&r dung qua trinh tu hoc nang cao va thuat todn mdy hoc dé phat hién cac tdn cong nhw thu thap méat khau dung
Mimikatz, khai thac 18i (kernel-mode exploits), leo thang ddc quyén dia phuong (Local Elevation of Privilege - EOP), ca
m3 déc vao tién trinh, xam nhap lan tda trai phép va cic hoat dong tan cong khac. May chd hién thi nhirng sy kién na
bang ca dang thd va qua giao dién web truc quan cho phép khach hang cé thé tim kiém dé dang tat ca dir lieu dugc thu

thap gidp viéc xr ly su cd va chd déng diéu tra dugc hiéu qua hon. Mét ngudi phan tich bao mat nhan thay hanh vi bat
thudong cé thé dé dang cham dirt hodc tam dirng mot tién trinh riéng 1€, co 1ap mot tién trinh hodc mot may tinh khoi
hé théng mang, cham dit két ndi hodc vo hiéu héa mét tai khodn ngudi dung, hodc ngan chan moét chwong trinh thud
thi khong dwoc tai. CAm bién cling ho trg viéc diéu tra bo nhé bang cach tai Ién mdy chi ndi dung bd nhé clia mot tién
trinh cu thé hodc cla toan bé mot may tinh
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Thu thap théng tin tir cdc dau cudi hiéu qua toan dién

@ Secure https://portal.veramine.com/#/hosts o e

Monitored Hosts (Displaying hosts on the network)

St of 2 reonikasd Filter: All Hosts « o 0 = &
Status
St Host... IP Addre... Last Contact
R R I} PADCOY.. 172164021 7 secondsago
2 0 1
[ A 680DC01... 172.16.1.21,.. 2 minutes ago
Status History (A NJSYNCO... 172.16.1.133.. 5 seconds ago
Platforms / OS Versions n pajeavDl.. 172.16.1.139.. 3 secondsago
) ) A PAJCESD... 172.16.1.86,.. 7 seconds ago
0S Security Settings
[ A pajesfOl... 10.10.50.122.. 4 seconds ago
ﬂ PAJICXAD... 172.16.1.78,... 7 seconds ago
n NJARGO1... 172.16.1.41,.. 6 secondsago
(A PAICDBO... 172.16.1.100.. 15 seconds ago

NYDCO1.... 172.16.20.21 2 minutes ago

B8

NY-1023... 172.16.21.67 2 minutes ago

Figure 1 - Hosts View

Diém manh cla bat ki san pham EDR phu thudc vao pham vi va tinh trung thuc cia kha nang quan
sat va hién thj nhitng hanh vi cia cdc may. Cam bién Veramine st dung cac thanh phan & cd muirc
nguwdi dung va mirc 18i hé diéu hanh (kernel) dé thu thap va xt ly cdc su kién hé théng lién quan
bdo mat mét cach an toan va dang tin cdy. Veramine s dung nhiéu ki thuat giam thiéu tdc dong
tiéu cuc vao sy 6n dinh cha hé théng cling nhu han ché viéc cac san pham bdo mat khac nhén
nham cam bién cda Veramine |a mot phan mém ddc hai. Cdm bién dung cho Windows duoc xay
dung bdi cac chuyén gia va ki su 1ap trinh & murc 18i hé diéu hanh d3 tirng lam viéc tai Microsoft,
nhitng ngudi d3 danh hon 20 ndm diéu chinh, phat trién va bdo ddm an toan cho cic chuwong
trinh chay trong 18i Windows. Cam bién duwoc t8i wvu héa khdng ngirng nghi vé hiéu suat va hiéu
qua dé giam thiéu viéc sir dung tai nguyén tai diém cudi. Sau [an chay kh&i dau trong mot giai
doan ngan gon, bd cdm bién tiéu thu it hon 1% CPU. Viéc chay bd cdm bién trén cac may do dam
may yéu nhat (Azure A0 hay AWS t2.nano) c6 dnh hudng khéng dang ké dén hoat déng téng thé
cla may.
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PHAM VI CAC SU KIEN PUGC THU THAP TAO NEN SU KHAC

BIET LON GIUA SAN PHAM CUA VERAMINE VOI CAC POI

THU CANH TRANH.

San pham Veramine thu thap nhitng thdng tin sau day:

e Su kién kh&i tao va két thic cha céc tién trinh

Su kién mad tién trinh, va tao céc ludng thuyc thi (thread)

Cac tién trinh duwoc tai

Su kién thay d6i cau tric quyén han (privilege token) cia mét tién trinh
Phién ngudi dung dang nhap, ddng xuat, cling nhu thay déi

Thay d6i thong tin metadata clia mét file

Thay d&i cac thiép 1ap bdo mat cda hé théng

Cac théng tin vé registry

K&t néi mang

Tao, xda, thay déi dich vu

Cac giao thirc va phién SMB, RDP, SSH, FTP, HTTP

Viéc vi pham chinh sach

Cac théng tin vé may (OS, version, network interface, hardware, dns, drivers)

Events collected in a day

| All Events 4 | ‘ Total | Avg | Percent
Events Bytes

12k - Process Ml 154 sk
11k - Image B 294k 326m

user M 739 17.0k
info M 120k 30sk

gk — File 504k 967k
Registry 39.4k 6.96M

Network [ 238k 12.8M

smb M 152k 1.03M

Services 1 1.83k 316k

Bk —
Thk—
Bk —
5k
4k
3k
2k

a1 || Mo

06PM 03PM Wel:liﬂ 03AM 0OBAM 09AM 12PM 03PM

Figure 2 - Example event volume by type of event
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& Lién tuc thu thap md& rong moét loat cac su kién hanh vi ddu cudi nhu vay, néu lam 1 cach don so
thiéu tinh vi, s& lam can kiét tai nguyén ca & may tram va may chu ddi véi mét gidi phap EDR dién hinh.
R4t it sdn pham khac cung cap kha ndng thu thap mét cach lién tuc clng vdi viéc sty dung it tai nguyén
clia hé théng dén nhu vay. Nhém Veramine da dau tu rat nhiéu nd lwc dé phat trién kha ndng thu thap
c6 hiéu qua nhirng sy kién nay va lya chon cac théng tin can thiét mot cach thong minh dé glri tir cdm
bi€n dén mdy chl. T4t ca céc chi tiét lién quan hodc can thiét déu duoc cdc cam bién glri day du dén may
chd. Cung nhu han ché cac thong tin khdong can thiét nén cam bién can rat it lwvu lwong mang. May tram
trong diéu kién binh thudng cé thé chi glri vai trdm kilobyte su kién moi ngay trong khi cdc mdy tram cé
nhiéu event cling chi glti khodng 100mb mdi ngay. Khi may tram mat két néi 1én may chu, sy kién duoc
lwu lai va doi cho dén khi ching cé thé duoc glri téi may chu.

_‘ BO cdm bién Veramine rat dé dang dé trién khai va quan ly. Mdi khach hang clia Veramine dugrc
cung cap mot b cai dat da duoc cau hinh trudc. V&i cac thdng tin tich hop trong file cai dat, khach hang
c6 thé don gian cai dat cdm bién nhw mot quan tri vién trén bat ky mdy tinh nao va né sé bat dau giri cac
sw kién - khéng can cau hinh! Cdm bién dwoc xay dung c6 kha ndng ngan chan viéc bi g& bd béi hé théng
bang moi cach v tinh hodc c6 y ndo. Bo cdm bién rat dé dirng, khéi dong, khai dong lai hodc g& bo cai
dat tlr giao dién web portal.

Event distribution per machine

Host Events (All) Bytes

CQDD-Wi 1,200,000 67.8M 500k
CQDD_WI 1,100,000 57.6M 200k
CQDD-WI 660,000 37.1M 100k
SNP-WEB 660,000 59.0M 50k
de-rbx2.a 540,000 40.3M 10k
vps02 490,000 26.3M 5k
DCO1.mo 450,000 25.1M 1k
NYDCO1.£ 410,000 22.4M

VISA-KH 400,000 37.4M

680DCI 370,000 22.2M

PAFSOM 360,000 44.0M

NYFS01 260,000 31.9M

DESKT( 240,000 38.4M

itdao. 220,000 30.8M

DESKT( 220,000 37.7M

DESKT( 200,000 25.0M

PAICXA 200,000 26.7M

PIPUK- 190,000 30.5M

PADCO 180,000 12.7M

NY-200 180,000 25.9M - ;

A AR AwnAnn oe ces | | | 1 |1 |

Figure 3 - Example event volume by host
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L: Phat hién tv ddng cac mdi de doa

Céc ludng dit liéu tir cdm bién dugc phan tich lién tuc bdi may chl Veramine bang cach st dung nhiéu
thuat todn dua trén quy tic va may hoc dé xac dinh hanh vi bat thwong hoic kha nghi. Kha ning quan sat
va hién thj toan dién vao h anh vi dau cudi cé lién quan d&n bao mat cho phép cdng cu phat hién phia may
chl tim ra nhiéu mé&i de doa an ninh mang, bao gdbm céc cudc tan cong phirc tap khé phét hién, chdng han
nhu khéng sir dung tép ma chi trong cdc cdng cu bd nhé.

Stre manh cla céc thuat todn lién tuc dwoc cdng c6 cap nhat. Veramine d&t muc tiéu cé kha nang bao quat
nhat trong viéc phat hién va cdnh bdo nhitng chién lugc chién thuat va kj nang tan cong liét ké trong ma
tran Mitre. Khd ning bao quat ma trdn ndy hién nay cla Veramine dugc hién thi &
https://github.com/veramine/Detections/wiki. Hinh 4 cho thdy mot anh chup man hinh tir wiki dé.

Persistence Privilege Escalation Defense Evasion
Accessibility Features Accessibility Features Binary Padding
. Bypass User Account
Applnit DLLs Applnit DLLs yP

Control

Bypass User Account

Authentication Package Code Signing

Control
) et . Component Firmware
Basic Input/Output System X DLL Injection x
: DLL Search Order Component Object
Bootkit X _ .
Hijacking Model Hijacking

Exploitation of

Ch Default File Associati =
ange Default File Association Vulnerability @

DLL Injection
File System Permissions DLL Search Order

Component Firmware X = :
o Weakness Hijacking

Component Object Model Hijacking Legitimate Credentials

i ™
x DLL Side-Loading &

Disabling Security

DLL Search Order Hijacking Local Port Monitor :
Tools

Exploitati f
External Remote Services X New Service ppesteatel 2_

Figure 4 - Screenshot from https://github.com/veramine /Detections
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https://github.com/veramine/Detections/wiki.

Tinh ndng phat hién xdm nhap ciing duoc ho tro bdi nén tang may hoc clia Veramine duoc thiét ké voi
kha ndng m& rong, nang cap va tuong tac. N6 sir dung cdng nghé dit liéu Ién dé danh gid dong dir liéu
cadm bién va c6 thé tich hop tat ca cac ki thuat may hoc duoc viét bang cac ngdn ngit khac nhau dé xtr ly
bat ky van dé dit liéu nao, dong thoi cung cap cac gidm sét hoc tap (learning) khdc nhau. Vi dy, 3 loai phat
hién sau duoc xay dwng dua trén cac chudi thuat toan may hoc khac nhau:

e HO so hoat dong cla tién trinh: theo ddi cac chi tiéu lich st ctia mdi
tién trinh theo tén ti€n trinh va canh béo vé sy phan ky tir cac dinh
mtc d3 duoc thiét |ap.

L4y cap di liéu ra ngoai: theo ddi lich st sir dung mang cla tirng
tién trinh theo tén va canh bao vé phan ky.

Theo d&i ngudi dung: theo ddi cdc mau hanh vi dang nhap cho moi
nguwdi dung va canh bdo vé su bat thudng.

Hinh 5 cho thdy mot mau phat hién clia Veramine két qua tir mot ké tan cong 18y trdm cac chirng chi bdo
mat trén mdy tinh cda khach hang sir dung cong cu Powershell Invoke - Mimikatz. Céng cu phat hién
Veramine quan sat tién trinh Powershell.exe d3 m& bé nhd cla tién trinh Isass.exe, mot trong nhitng cdnh
béo chinh xac cao nhat cla hanh vi trich xuat mat khau. K&t qua phat hién bao gdm tat ca cac théng tin
can thiét dé diéu tra tinh hudng nay - tién trinh dang ngd (powershell.exe), tién trinh dang dugc ma
(Isass.exe), may tinh trén dé cac tién trinh da dwoc chay, va ngudi dung thuce hién tién trinh dang ngo.
Céc trang chi tiét dugc lién két dé x{r ly va hién thij tat ca cdc md dun da tai, moi két ndi mang, tién trinh
me, va bat ky tién trinh con nao, v.v ...

Time I Description Host User

5/9/17 powershell.exe (PID 6768), a Microsoft-signed "Container" ADCO1 ¢ T
2:10:00am process, opened process memory of Isass.exe (PID 580).

This process could be being used by attackers to dump

credentials stored in memory.

5/9/17 powershell.exe (PID 7748), a Microsoft-signed "Container" obpCcot1 ¢ T
1:47:23am  process, opened process memory of Isass.exe (PID 552).

This process could be being used by attackers to dump

credentials stored in memory.

Figure 5 -Veramine detection example
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.5 } Diéu tra tim kiém dé& dang cac thong tin tan cong
4

Ludng dit liéu cdm bién chdc chan hitu ich cho viéc phat hién. Tuy nhién, thong tin thu thap duoc cling
dwoc trinh bay trén giao dién web cla khach hang cung véi cac thong tin hitu ich dwoc chét loc, két ndi
va bd sung. Giao dién web nay cho phép ngudi dung thuc hién cac tim kiém déc biét dé tim ra cac cau trd

|&i gitp tao diéu kién va ting strc manh cho céc cudc diéu tra cling nhu kha nang phan &ng vdi cdc cudc
xam nhép va cling cho phép tim ki€ém cidc méi de doa cd hiéu qua. Mét s6 khach hang d3 dé cap dén kha
nang nay 1a "giéng nhw trinh duyét tién trinh Sysinternals trén web dang chay trén moi may tinh".

DE didu tra viéc phat hién Powershell.exe ddc hai & trén, ching ta bat dau vdi trang chi tiét tién trinh dé
xem toan bd cdy tién trinh, bao gdbm bat ky tién trinh con ndo dugc kich hoat b&i powershell.exe doc doé.
Hinh 6 cho thay khung nhin nay.

Child Processes

Status: Any ~ Cmd Bin Dir c 0 8 L
Process Tree User Started Command Line / Process Binar...
smss.exe (6836) s Local 5/9/17 1:37:32am  \SystemRoot\System32\smss.exe 0
Syst... 0000000 00000040
winlogon.exe (4172) > Local 5/9/17 1:37:32am  winlogon.exe
Syst...

A

userinit.exe (7748) 5/9/17 1:37:37am  C:\Windows\system32\userinit.exe
explorer.exe (4348) > : 5/9/17 1:37:37am  C\Windows\Explorer.EXE

powershell.exe (7748) > Sl 5/9/17 1:41:59am  "C:\WINDOWS\system32\Windows
PowerShell\v1.0\powershell.exe"

mmc.exe (8352) > S 5/9/17 1:42:25am  "C\Windows\system32\mmc.exe"
"C\Windows\system32\dsa.msc"

All * Showing all 6 entries « Prev Next

Figure 6 —-Process Detail page “Child Processes” tab
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<————> Nhap vao lién két giam sat vién cla tié€n trinh me explorer.exe (PID 4348) sé& hién thij cac tién
trinh déng dang khac cho tién trinh ddc hai powershell.exe (PID 7748), cac tién trinh duwoc dua ra bdi cling
mot me. N6 chi 1a mot vai ci nhap chudt trong giao dién Tim kiém tién trinh cda Veramine dé tim céc hoat

dong lién quan dén tién trinh, chang han nhu sau:

dung da bi xam nhap

e T4t ca cac tién trinh dwoc khdi chay trong cdc may trén hé théng bang cung mot tai khodn ngudi

TAat ca cac tién trinh dwoc khdi chay cung thoi gian trén cung cdc may tinh nhuw Powershell doc

hai.

e Tat ca cac tién trinh con clia PowerShell.exe dwoc khéi chay trén cdc may tinh cha cing mét ngudi

dung bat cir Itic ndo.

Hinh 7 cho thdy mét anh chup man hinh vi du cGa giao dién tim kiém. Khich hang cu thé nay cé thé sir
dung giao dién tim kiém cla Veramine dé xac dinh cac tién trinh déc hai khac, ngudi dung bi xdm nhap va
cac hé thdng bi xam nhap khac. Kha ndng quan sat va hién thj nay cho phép ho xac dinh dwoc moi dac
diém chinh trong mdi phién nguoi dung cla ké tan cong dé dé dang theo d&i va quan sat moi hanh dong

cla ké tan cdng trén mang nay.

Command Line
Process Name

‘ Parent Process Name
Parent Process |d
Binary Hash
Binary Cert Subject
Privilege Level
Running as User
Hostname

Processes
Search through process history using command
NoSL, user or ime range
AND OR
Running as User H contains
Hostname H equa
Parent Process Name ¥ contains

ne, process and binary attributes. Filter results

hostname

powershell.exe

Figure 7 — Process Search Interface
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DPav nhanh qud trinh phan hoi

Nén tdng Veramine cung cdp cac tinh ndng diéu khién va phan hoi dé cho phép phan hdi sy ¢6 nhanh chdng va
hiéu qua tir badng diéu khién trung tam. Nhitng ngudi gidm sat va phan tich cé thé glri hanh déng phan rng t&i bo
cam bién Veramine dé tuong tac vdi cac tién trinh, tép chay, ngudi dung va may tinh.

Céc hanh dong &ng phé lién quan dén tién trinh hién dang cé san, nhu thé hién trong hinh 8:

e Tam dirng hodc chdm dut bat ky tién trinh dang chay.

e Tao va tai ndi dung bd nhé cua tién trinh [én may chi Veramine.

e Ngin chan mét tién trinh thuc hién bat ky két ndi mang di
Ngoai cdc [&nh xr ly riéng 1é nay, bé cdm bién Veramine hd trg kha nang tim ki€m trén bd nhé théng qua cac luat
Yara.

Host / User 680DC /S \
Process

explorer.exe sy

Command line C:\Windows\Explorer.EXE
Directory C:\Windows\system32\
PID 6724

Start Network Quarantine

Parent userir )
Stop Quarantine

Started Jul3,.

Ended - Suspend Process

Resume Process

Attributes 64-b
Create Process Snapshot

Terminate Process

Figure 8 — Running Process Sensor Actions
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Cam bién Veramine cung cdp cac hanh déng véi tép chay, nhu thé hién

trong hinh 9:

Ngan chan mot
tép chay khéng
duwoc tai nap
bai bat ky tién
trinh nao.

Sau khi tai mét
tép chay, ngan
tién trinh dwoc
tai d6 két ndi
mang di.

Nén tang Veramine ciing gilt lai mot ban sao clia mdi tép chay duwoc tai bai bat
ky ti€n trinh nao va lam cho tép dé cé san dé tai xudng tir giao dién web cla
Veramine.

/// ‘\\
{\ - /" R \\
)
\\\\ 4
il XL

Cam bién Veramine ciing cung cdp mot sé hanh dong lién quan dén nguwdi dung.
NG c6 thé v hiéu hda hodc kich hoat mét tai khodn ngudi dung cuc bd hodc
ngat két n6i mot phién dang nhap RDP clia ngudi dung cu thé.

Not signed

Suspicious

z
W Block Binary Execution

25 out of 60 detected ~ >tOP Quarantine

Re-allow Execution

Start Network Quarantine

Rescan Binary

14| P a ge Veramine
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Cudi cung, cdm bién Veramine cung cap cac hanh ddng lién quan dén
may tinh, nhu thé hién trong hinh 10:

Tat nguodn, Khéi dong lai, hodc cho may ngu.
e Ngin khdng cho may tram thuc hién cac két n6i mang
di dén cac diém dén khac ngoai may chu.
e G& cai dat cdm bién.
Hanh dong G& cai dat bo cdm bién dugc dé cap cu thé bai vi thdng
qua céng théng tin web 13 cach duy nhat dé g& cai dat cdm bién
san pham. Phién ban th{r nghiém cla bd cdm bién Veramine c6
thé duoc g& bd mdt cach dé dang bang cau Iénh command.

Tuy nhién, phién ban san phdm cda bd cam &ng chéng lai nhitng
nd lyc tan cong tir cac phan mém doc hai khac dé ngan chin viéc
hoat déng cla cdm bién. Cac san pham canh tranh cé thé bi vo
hiéu héa trén may tinh d3 bi xdm nhap nhuwng nén tang cla
Veramine c6 kha ndng chéng lai cdc cudc tin cdng trén may tinh
nham vao cam bién.

OSversion Windows Server 2008 R2 SP1 ( en-US)
Start Network Quarantine

Lastseen Jul5, 20 ¢oh Quarantine

Last IP address 172.16.
Uptime 1day,Z2  pytMachine to Sleep
Shutdown Machine

Restart Machine

pnfig Processes _
Uninstall Sensor

Figure 10 - Host Sensor Actions
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Nhirng dac tinh khac

1 | Hiéu suat (Performance

v

Veramine Sensor cho mdy tram thi rat gon nhe
(lightweight), cé 18 khdng thua kém bat ky san
pham nado trén thé gidi, tiéu tdn rat it, hau nhu
khéng tén CPU (< 1%), va khodng 5 - 64 MB RAM
tuy theo luvgng tién trinh va &ng dung dang chay &
may tram.

2 | Kha nang Ma& rong (Scalabilit
A\ 4

May ch( cling s dung nhitng cédng nghé big data dé tinh
toan va luu trit thong tin, nén cho phép mé rong theo
chiéu ngang (horizontal scalibity): cé thé phuc vu nhiéu
mdy tram hon bang cach |3p dit thém nhiéu may chd
trong mot hé théng phan phdi (distributed system). Ddng
th&i VEDR ciing c6 kha nang phan b6 di liéu trén cdc may
chl dya trén vi tri dia ly cia vung mién khac nhau.

3 | Trién khai (Deployment

v

VEDR ¢6 cd ban Dam may (Cloud) va ban Noi bd (On-Premise). Sensor
gon nhe c6 thé duoc cai dit rat dé dang, véi 1 dong lénh ‘phantom -
install’, nén sensor cé thé dugc trién khai rat nhanh chéng cho khach
hang vdi 1 hodc 2 mdy, hodc hang ngan mdy bang cach dung psexec,
SCCM, AD group policy, startup script va cac phuong phap khac.

Cho 1000 mdy tram trong 1 hé théng thi cé thé trién khai trong vong
1 tuan, va cé thé can 2 hodc 3 ngudi sir dung san pham.
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Veramine Inc.

DlUng th& hoan todn mién phf ngay hém nay

GUri yéu cau téi contact@veramine.com dé bat dau dung thir mién phi ngay hdm nay. Chi mat vai phat dé
ching tdi c6 thé cau hinh cac thanh phan phia may chd va glri mot lién két dé tai vé mot bd cdm bién duoc
thy chinh chi danh cho ban.

Gidi thiéu COng ty Veramine

Veramine duoc thanh 1ap & Seattle b&i nhitng chuyén gia bdo mat chd chét cla Microsoft trong nhiéu
ndm. Pay 13 nhitng ngudi d3 13nh dao cong viéc tng pho, va 16i, va cip nhat vé bdo mat cho tat ca san
pham cla Microsoft. Hon nita, ho cling chiu tradch nhiém viéc kiém tra an toan (Penetration Testing) nhitng
san pham quan trong nhat cdia Microsoft nhu Windows, Office, Azure, Xbox... Ho |a khach m&i néi chuyén
& nhiéu sy kién bao mat danh tiéng nhat nhu Black Hat, Chaos Computer Club (CCC), ReCon, NATO Cyber
Defense, RSA, (https://www.youtube.com/watch?v=rOwMW6agpTl). Va ho cling d3 viét nhitng cudn sich
chuyén sau vé bao mat dwoc danh gid rat cao, chang han |a cudn siach dirng dau trén Amazon.com vé dich
ngwgc ma dbéc  (https://www.amazon.com/s/ref=nb sb noss 2?url=search-alias%3Daps&field-
keywords=reverse+engineering).

Veramine d3 duwoc hop déng xay dung gidi phdp Cybersecurity cda Khdng quan My (U.S. Air Force)
https://www.federaltimes.com/2016/07/28/air-force-awards-contract-for-deceptive-cyber-research/.
Veramine ciing dugc hop déng xdy dung gidi phap Cybersecurity cia B& An Toan Néi Dia My (U.S.
Department of Homeland Security - DHS), nhu dugc thong bao trén Wall Street Journal Pro
https://www.linkedin.com/pulse/cyber-matters-dhs-aims-help-secure-critical-jonathan-ness, déng thoi
duoc DHS lua chon va tién ctr (recommended) |a nén tang tin dung cho cac khich hang trong nganh tai
chinh va ngan hang cla DHS. Tiép theo, sdn pham Veramine dugc hgp déng bdo vé hé théng théng tin
cho hdi nghi APEC 2017 (Asia-Pacific Economic Cooperation Forum https://www.apec2017.vn) va hop
dong vai B Qudc phong Singapore.

San pham Veramine d3 duoc st dung nhiéu noi & My, chau Au va Viét nam, va rat hiéu qua trong viéc
phat hién, canh bdo va &rng phé véi nhitng cudc tdn cdng xam nhdp mang APT tinh vi. Veramine d3 ¢ kinh
nghiém thuyc té€ sir dung sdn pham dé phat hién, rng phd va diéu tra nhiéu vu tdn cdng xam nhap, cua
nhiéu t8 chirc I&n va quan trong trén thé gidi. Pang chi y 13 céc td chirc nay déu da sir dung cac giai phap
cybersecurity clia cdc hang bdo mat danh tiéng nhat thé gidi, nhung khéng hé phat hién ra nhirng vu xam
nhap nay, tham chi nhitng gidi phap nay con bi lgi dung dé m3 ddc nguy trang, hodc truyén ra dit liéu danh
cdp, hodc phat tan 1én ca hé thdng. Hién nay nhu cau bao vé an toan Hé théng Thong tin & Viét Nam 1a rat
cap thiét va can dugc dap (rng t6t nhat. Theo nhitng bdo cdo nhu clia Microsoft va CrowdStrike, Viét nam
nam trong nhi*rng nwdc bj tan cdng mang va bi nhiém ma doc nhiéu nhat thé gidi.
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